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Data-Driven Innovation for Smart Cities

• Sophisticated systems of information and communication 
hardware and software

• Intelligent exchanges of information that flow between its 
many different subsystems

• Covering various types of products and services relevant to 
urban functions

• Exchange of information analyzed and translated into citizen 
and commercial services

• Acting on the information exchange to make urban ecosystem 
more resource-efficient and sustainable
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https://sustainabledevelopment.un.org/post2015/transformingourworld


Opportunities in Addressing Sustainability Issues in Smart Cities

• Reducing CO2 emissions and air pollution

– Renewable energy sources and efficient energy usage

• Strengthening the resilience of the supply of energy, water, and critical services

– Disruptions and disasters such as earthquakes and typhoons

• Providing services to elderly, handicapped, and disadvantaged people

– Inclusive, accessible, and affordable services

• Monitoring and maintaining infrastructure

– Efficient use of human resources

• Containing the spread of infectious diseases

– Contact tracing among population
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Challenges in Innovation for Sustainable Smart Cities

• Identification and elaboration of societal issues to address in smart 
cities

– How to encourage stakeholders’ participation and engagement

– Trust in processes

• Development of business models

– How to collaborate and share benefits among stakeholders

– Trust in transactions

• Establishment of data governance

– How to make a balance between data sharing and privacy protection

– Trust in governance
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Stakeholder Participation and Engagement in Developing Smart Cities

• Various kinds of technology and service increasingly available in smart cities to address a 
variety of societal challenges

• Objectives and issues to address by residents in smart cities

– What kind of city they would like

– Which areas they would target

– What kinds of service they would like to receive

– Where the balance should be between the convenience of the advanced services and the risk of 
the data being used without their consent

• Methodologies and procedures for consensus-building

– Clear, transparent, and inclusive to relevant stakeholders

– Institutionalized and well-integrated into the planning process

– Need to consider protecting the rights of those residents who do not want to participate in the 
data governance scheme in smart cities
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Projects on Smart Cities in China

Distribution of Smart City Projects in China
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Patents on Smart Cities in China

Number of Patents Related to Smart Cities in China Application network among stakeholders
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Topic Most salient keywords

1
Smart streetlights, Control system, Multi-function, Buildings, Lighting, Wireless, Hotel, Management system, Sensor, 

Information management

2 Internet, band, Self-service, Information, Home, Machine, Remote, Intelligence, Valve, Internet of things

3
Monitor, Smart agriculture, Interaction, Operation and maintenance, Mobile phone, Remote, Base station, Pattern, 

Sanitation, Cloud platforms

4 Integration, Terminal, Pipeline, Fixed location, Detector, Controller, Smart education, Module, Electronic, Network

5
Internet of things, Smart lighting, Smart medical care, Environmental protection, Management system, Monitor, 

Home, Cloud computing, Module, Environmental monitoring, Artificial intelligence

6
Smart community, Smart home, Security, Use, Management system, Tablet, Terminal, Access control system, Power 

grid, Smart transport

7
Smart home, Management system, All-in-one PC, Integrated-, Switch, Monitor, Operation, Electric Vehicle, 

Recognition, Sensor

8
Logistics, Electricity power, Security, Station, Server, Alarm, Community, Parking Space, Management system, 

Smart tourism

9
Monitor, Internet of things, Gateway, Residential district, Real-time, Campus, Health, Alarm system, Quick response 

code, Smart home

10
Charging, Cloud platform, Architecture, Energy-saving, Structure, Smart health care, Module, Transport, Computer, 

Engine

11
Smart energy, Cable, Management system, Wireless communication, Firefighting, Medical care, Cloud, Framework, 

Exchange, Embedded-

12
Collector, Smart tourism, Information communication, Lighting, Public transport, Module, Alarm, Controller, Network, 

Management system

13
Parking, Mobility, Circuit, Smart water, Terminal, Alarm system, Display, Management system, Electrical appliance, 

Internet of things

Topics in Patents on Smart Cities in China

10Jin, Yarime, and Chopra (2020)



Topics in Patents on Smart Cities in China 

The size of the circles is proportional to their frequency of occurrences. The inter-topic distances are computed using the 

Jensen-Shannon divergence. Overlapping circles are observed if similar terms are found in these topics.  

IoT based technologies

Smart monitoring

Streetlights
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Policy Making on Smart Cities in China

Evolution of Inter-organizational Network of Policy Making on Smart Cities

18Jin, Yarime, and Chopra (2020)
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Data Governance for Facilitating Innovation while Addressing Societal Concerns

• Large amounts of different types of data increasingly available from numerous 
sources
– Energy, transportation, buildings, public infrastructure

• Collection, sharing, and use of data
– Integrating data to stimulate innovation for societal benefits

• Stakeholders having different types of data with different incentives
– May not be willing to disclose or share their data with others.

• Societal concerns about data security and privacy
– Whether the data collected might be used for other purposes, without the knowledge of data 

subjects

• Data governance with public trust based on transparency
– Maximizing the potential of innovation while minimizing risks to individuals and communities
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Exploring Data Governance for Sustainable Smart Cities

• Current situation on data
– Availability and types

– Ownership and accessibility

– Standards and interoperability

– Purposes and applications

• Government agencies
– Regulatory constraints and restrictions on open data and exchange

• Private companies
– Motivations and incentives to disclose and share data

• Citizens
– Perceptions and attitudes towards security and privacy

– Willingness to provide personal data

– Framing to influence expectations and behavior
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Types of Data in Smart Cities

• Non-personal data

– Machine-generated data about weather and temperature

– Data on maintenance needs for industrial equipment

• Aggregate data

– About people in the aggregate and not about a particular individual

– Aggregate counts of people in an office space in combination with weather data to develop an energy-
efficiency program.

• De-identified (anonymized) data

– About an individual that was identifiable when collected but has subsequently been made non-
identifiable

– Comparison of neighbourhood energy usage across a city

• Personal data

– Subject to privacy laws

– Includes any information that could be used to identify an individual or that is associated with an 
identifiable individual.
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Key Issues to Consider in Data Governance

15

World Economic 
Forum (2019)



Modes of Data Governance

• Government-led

• Industry-led

• Public-private partnership

• Data trust

• Data linkage platform
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Sidewalk Toronto
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Development of Sidewalk Toronto
• Alphabet, the parent company of Google, won a bid to redevelop 800 acres of Toronto’s 

waterfront in October 2018.

• Promises ubiquitous high-speed internet; intelligent traffic lights and curbs; smart awnings in 
public spaces; underground delivery robots; wooden homes; and a thermal energy grid.

– Generates large quantities of data that can be used to optimize and improve services.

• Privacy challenges in building smart cities capable of tracking their inhabitants in unprecedented 
detail

• Citizen groups questioned Sidewalk’s business objectives and have worried about the privacy 
implications.

– Canadian Civil Liberties Association sued the city of Toronto in an effort to block the project.

• Master Innovation & Development Plan (MIDP) for Toronto released in June 2019

• Rebooting the smart-city concept through community engagement and understanding of local 
technology needs.
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Designing for Digital Transparency in the Public Realm

22

• Black hexagons: the 
purpose of the 
technology

• Blue and yellow 
hexagons: how 
identifiable information 
is used

• White hexagons: the 
entity responsible for 
the technology

• Another white hexagon 
with a QR code and URL 
enables people to learn 
more.

(Sidewalk Labs)

Visual Language for Signage in the Public Realm
• Alerting the Public to the Presence of a Digital Technology 



Data Trust

• A legal structure that provides for independent stewardship of data

• Make decisions about who has access to data under what conditions, how that data is 
used and shared for what purposes, and who can benefit from it.

• Make urban data publicly accessible by default if appropriately de-identified

• Accountable and transparent process for approving the use or collection of urban data

• Ensure that local companies, entrepreneurs, researchers, and civic organizations can use 
urban data

• Data not to be sold, used for advertising, or shared without the residents’ permission

23



In the case of City A suffering from hospitalization measures for the elderly

• An increasing number of elderly people gave up driver’s licenses increased rapidly and would not
be able to visit hospitals due to a decline in the number of taxis and high fares.

• A volunteer taxi service is developed, and a local electronic currency can be subsidized individually 
from the city, earning points through volunteer activities in collaboration with other administrative 
services payments and community contribution activities.

• The comprehensive community care that uses hospital appointments and telemedicine and the
system of managing volunteers and taxis are linked to reduce social security costs and
rationalize local traffic by coordinating hospital visits for the elderly.

Data Linkage Platform

Administrative
data, resident

data

Government

Dispatch  
data

Region

Hospital  
reservation  

data

Hospital

Traffic  
One-stop  
arrangement
/ settlement  
with dispatch  
app

Regional  
comprehe-
nsive care  

Telemedicine,

care  
information IT

Settlement  
Settlement  
at local  
volunteer  
points

【Possible regulatory reforms】
• Arrangements with regulations under the Road  

Transportation Law concerning the use of volunteer  
drivers.

• Clarification of exceptions / application of laws  
related to telemedicine.

• Handling of Volunteer Points under the Fund  
Settlement Act, Gold Business Act, etc.

【Examples of requests for information provision to  
assumed administration】
• Information on the health status of the elderly and  

the extent of care required.

The city provides a data linkage platform,  
including the operation of the volunteer point  
system.

７

Integration of Health and Transportation Data for Hospital Visit Services to the Elderly in a Rural Area in Japan

Based on Cabinet 
Office, Japanese 
Government (2020)
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Use of Data for Tackling COVID-19: Contact Tracing

• South Korea

– Tracking and tracing of patients and contacted people through the locational data of 
mobile phones, surveillance cameras, and credit card uses

• Singapore

– TraceTogether as a mobile app used for individuals‘ contact recording via Bluetooth in 
the phone

– SafeEntry as a check-in system to record one's visits to public places such as 
supermarkets and restaurants

– Wearable device for contact tracing also distributed to the country's vulnerable 
seniors

• Israel
– HaMagen app "The Shield" taking location data, identify possible contacts

• Hong Kong
– Monitoring of the locational date of people in home quarantine with wristbands

• How to make a balance between innovation, public health, and privacy in utilizing data
25



Official Dashboard by Centre for Health Protection, Smart City Consortium
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Citizen Dashboard by Team vote4.hk



64.58%

Results

Comprehensiveness Ease

of use
Politics Trustworthiness Legitimacy NeutralityAccuracy

29.17%

12.92%

19.58%

To what extent do the following factors affect your decision to use a dashboard?

28Li and Yarime (2020)



Government dashboard Citizen dashboard

7.08%

10.42%

29.17%

25.83%

27.50%

Absolutely willing Very willing Moderately willing Slightly willing Not at all

8.33%

13.33%

43.75%

20.83%

13.75%

Results
To what extent would you be willing to provide personal information?

29Li and Yarime (2020)



What kinds of personal information would you be willing to share?

Location data

Health data

Contact information

Name

Identification details

Family information

Other

None of the above

0 20 40 60 80 100 120 140 160 180

58.75%

70.42%

29.58%

23.33%

3.75%

5.00%

2.50%

12.50%

Li and Yarime (2020)



What other kinds of information would you be willing to share?

Number of people you 

had close contact with

Who you had close 

contact with

Personal experiences

Report cases of 

quarantine violations

Other

None of the above

0 20 40 60 80 100 120 140 160 180

74.58%

58.75%

66.67%

1.25%

5.83%

56.67%

Li and Yarime (2020)
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Willing to provide Not willing to provide

• Anonymised data
• Location data
• Health data
• Experiences (if relevant)

• Identifying data
• Residence
• Name
• Contact information

Types of data that dashboard users are willing/not willing to provide

Li and Yarime (2020)



What are reasons you would not be willing to provide personal 
information?

I want to protect 

my own privacy

I do not want the government 

to access my data

I do not want to be 

stigmatised for my actions

I am worried about my 

personal data being leaked

Other

None of the above

I want to protect 

others’ privacy

84.58%

55.00%

53.75%

2.08%

0.83%

12.50%

71.67%

0 20 40 60 80 100 120 140 160 180 200 220
Li and Yarime (2020)



What are reasons you would be more willing to provide personal 
information?

If the number of COVID-19 

cases in Hong Kong were 

much higher 

If the data storage 

were decentralised

If the data were not 

collected by the 

government

If the data were deleted 

from the system after a 

period of time

Other

None of the above

0 20 40 60 80 100 120 140 160

31.67%

50.83%

6.67%

7.92%

63.33%

30.00%

Li and Yarime (2020)



Micro-Targeting Approaches to Promoting Energy Saving for Sustainability
• Emerging mission to take a leading step to promote sustainable energy transitions

• How to encourage people who would not necessarily have economic incentives to take 
energy saving actions

• Explore the potential of micro-targeting behavioral changes through digital nudging

• Surveys and interviews conducted to understand the characteristics of the individuals and 
their behavior

• Field experiments using the sophisticated energy management system

• Examine the effects of tailor-made interventions, including energy consumption data, 
social comparison messages, and energy saving advices

• Challenges
– Can micro-targeting approaches shift individual worldviews, mindsets, and behaviors?

– How can we effectively bring this approach to scale to drive societal transformations?

– What are the preventive measures to take to make sure that it is not perceived as manipulation and 
paternalism?
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Data Governance in Hong Kong and Cross-Border Data Transfer

• Personal Data (Privacy) Ordinance (PDPO) introduced in Hong Kong in 1995 and took effect from 
December 1996
– Comprehensive data protection law, applicable to both the private and the public sectors

• Data Protection Principles (DPPs) in PDPO
– Outline how data users should collect, handle and use personal data.

• Office of the Privacy Commissioner for Personal Data (PCPD)
– Statutory body created to enforce PDPO
– Working on how privacy-friendly approaches can be deployed by increasing transparency and 

accountability in data governance

• A section in PDPO about a general prohibition of transfers of personal data to places outside 
Hong Kong
– Has not come into operation since its enactment in 1995
– Some difficulties identified for businesses, especially small- and medium-sized enterprises (SMEs)

• No clear rule in place to regulate cross-border data transfer to outside Hong Kong, including 
mainland China
– Creating a significant degree of ambiguities and concerns in the public

• A robust, trustworthy system for data governance would help Hong Kong establish itself as a data 
center hub in the Greater Bay Area
– Properly regulating cross-border data flow while providing adequate protection of privacy and security
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Facilitating Cross-Border Data Transfer in ASEAN

• ASEAN Framework on Digital Data Governance introduced in 2018
– Aims to enhance data management, facilitate harmonization of data regulations among ASEAN Member 

states and promote intra-ASEAN flows of data.

• Developments towards an ASEAN Cross-Border Data Flow Mechanism
– The 19th ASEAN Telecommunications and Information Technology Ministers (TELMIN) Meeting, 

Vientiane, October 2019

• Great variation in the requirements for the use of personal data
– A range of lawful mechanisms to transfer personal data provided in some countries
– Localization (or data sovereignty) measures imposed in other countries, including non-personal, non-

sensitive anonymized data

• Need for a common set of data privacy principles
– Underpin the ASEAN Framework on Digital Data Governance

• Possibility of regulatory sandboxes
– Allows governments to evaluate different ways to address security concerns without delaying the 

deployment of important projects.
– Gives businesses the option to modify their solutions before bringing them to market if they are deemed 

unacceptable by a regulator.
– GSMA (2019)
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G20 Global Smart Cities Alliance on Technology Governance
Working Group for Policy Framework
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• Privacy and transparency
• Security and resilience
• Openness and interoperability
• Operational and financial sustainability
• Equity, inclusion and social & environmental 

impact



40

A total of 36 cities across 22 
countries will adopt policies for 
privacy protection, accountability 
for cyber security, improved 
broadband coverage, increased 
openness of city data, and 
improved accessibility for 
elderly/disabled people to digital 
city services.
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